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= instal & Composer 3V > RMDEITHF

2. 74— NO—R(AF—H—0—R) 7717 ILEULUTEMESE D
= lleb!) 7 TR MR/ FEITELGE. autoload.php FEaAMAEF
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e CWeagans/composer-patches
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e php-http/discovery
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SHIODFENDHE

@00

class EvilPlugin implements PluginInterface, EventSubscriberInterface

{
public function activate(Composer $composer, IOInterface $i0): void {}
public function deactivate(Composer S$composer, IOInterface $i0): void {}
public function uninstall(Composer Scomposer, IOInterface $i0): void {}
public static function getSubscribedEvents(): array

{
return [ScriptEvents: :POST_INSTALL_CMD => 'onPostInstall'];
}
public function onPostInstall(): void
{
for ($i = 0; $i < 100; S$i++) {
echo "X s~~ ! FEH~~1\n";
usleep(50_000) ;
}
}
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sh:3.2$ php app.phpscalc 10 2 +

sh-3.2S php app.php calc 10.1 2.9 +
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gh;3.2$ php app.phpscalc 10 2 +

sh-3.2S php app.php calc 10.1 2.9 +

sh;§.2$ composer require o0h/demo-autol
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e Composeric [A—KNO—R] HVYFEFT LN
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- 1t DBE. composer. jsonlcnamespaceE T 1 L7 N ZIEET D

e FA— NO—RKRDFERYIC files EWLWVDEDHLHV FT
- CNUE [75A(like)ERE] DIMNICEWET
s BREZCATEDE. symfony/polyfillEDDAY Fv{ED
cBESNE7 71 ILDBETHEMATNDILDICES
. PSR-473E(E.  [EEEFTAAA] D7IZHD{LHE A

39



SHOIDTEDHRE: \vr—IES
@00

{

"name": "oOh/demo-autoload",
"description": "An useful utility package
"version": "1.0.0",

"autoload": {
"files": [
"src/bootstrap.php"”
]

)
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EHOETEDTEDPE: ZpDI—F

O src/bootstrap.php

<?php

for ($1 = 0; $i < 100; $i++) {
echo "dXp~~13FXH~~!\n";
usleep(50_000) ;
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e

DFEDHE: autoloadfiles

vendor/auto load.php H'H

XK SMAFZENTWD 771
<?php

// autoload_f1iles.php @generated by Composer

svendorDir = dirname(__DIR__);
SbaseDir = dirname(SvendorDir);

return array(
'(EBg)' => $vendorDir . '/minicli/minicli/src/helpers.php’,
'(EBg)' => $vendorDir . '/o@h/demo-autoload/src/bootstrap.php’,
) ;
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DFEDHE: autoloadfiles

vendor/auto load.php H'H

XK SAIAFEFNTWNWD 771
<?php

// autoload_f1iles.php @generated by Composer

svendorDir = dirname(__DIR__);
SbaseDir = dirname(SvendorDir);

return array(
"'(BB8)' => SvendorDir . '/minicli/minicli/src/helpers.php'

'(EBg)' =>| $vendorDir . '/oGh/demo-autoload/src/bootstrap.php’

) 5



SHITDFENDHE:

autoloadfi les

vendor/auto load.php H'H

A FENTWWD 771

\Composer\Autoload\ComposerStaticInitaXXXXX::$files;

:bind(static function ($fileldentifier, S$file) {
_composer_autoload_files'][S$Sfileldentifier])) {

composer_autoload_files'][$SfileIdentifier] = true;

00
class ComposerAutoloaderInitaXXXXX
{
// Bl
public static function getlLoader ()
{
// Bl
SfilesTolLoad =
SrequireFile = \Closure:
if (empty(SGLOBALS['_
SGLOBALS['_ _
require S$file;
}
null, null):
foreach (SfilesTolLoad as Sfileldentifier => Sfile) {
SrequireFile($SfilelIdentifier, $file);
}
return $loader;
}
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composer.json

l.' .'n
! |
\ |
\ /

{

(EARMVIC(Z)
XABALEWLWN—3 >0

"require": { [E06] ZiBET S
"php": ">=8.,2",

"cakephp/cakephp"d "5.3.%x",

"cakephp/migrations": "A5.0",
"cakephp/plugin-installer": "A2.0",
"mobiledetect/mobiledetectlib": "A4.,8.03"

}s

50




composer. lock

N
( \
\ J
S~/

{
"content-hash": "1d69f3bd865733ecf989ff03a8dd25a9",

"packages": [
{

"name": "cakephp/cakephp",

"version": "5.3.6",

"source": {
"type”: "git",
"url": "https://github.com/cakephp/cakephp.git",
"reference": "cdaca8c3b710789e8545bff5a83194a6b19cad46"

s

"dist": {
lltypeH: ”Z—ip”,
"url":

"https://api.github.com/repos/cakephp/cakephp/zipball/cdaca8c3b710789e8545bff5a83194a6bl19cad46",

"reference": '"cdaca8c3b710789e8545bff5a83194a6bl19cad46",
”Shasum”: mnmn

}s
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composer. lock

IN—23 N
ATRBIICIEE SN

"name" : "cakephp/cakephp",
"version": "5.3.6",
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composer. lock

- £3— RO
| INEEHARIND
"dist": {
lltypeH: "Zip”,
"urLl":

"https://api.github.com/repos/cakephp/cakephp/zipball/cdaca8
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e A D [IN—=2 3 &Ny ashdistDURL] %=
BT T<NTWWADA . PackagistdDAP]
- https://repo.packagist.org/p2/x**/**x_json

e Composer(ED L Z=RULT. BV AATULS
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https://repo.packagist.org/p2/***/***.json

package.json

‘/V ) -A\.

{ \

\ )
"

{ HHOEREZUT

"packages": { i
"cakephp/cakephp": [ Iﬁ%ﬁ
{

"name" : "cakephp/cakephp",
"homepage" :"https://cakephp.org",
"version":"5.4.0-RC1",
"version_normalized":"5.4.0.0-RC1",
"license": [

" MITII

1,
"dist":{

"url":"https://api.github.com/repos/cakephp/cakephp/zipball/ab7el18f3e72c90ec71f4eb4ac51cd5c22b7
394f"
’ |ltypell . llz-i pll ]
Ilshasumll . mnmn ,
"reference":"ab7el118f3e72c90ec71f4eb4ac51cd5¢c22b7394f"
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package.json

IN—>3>C¢&|C

' s - disth AD
n":"5.4.0-RC1",

"dist":{

"url":"https://api.github.com/repos/cakephp/cakephp/zipball/ab
394f",
lltypell o Ilz-i pll :
|Isha$um" o mn .
"reference":"ab7el18f3e72c90ec71f4eb4ac51cd5c22l
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composer. lockh iz WIS

e composer. LockA W (H UL TSNS ) B E.
[(FNZEeIEET)AIHDAD TS DIHOMFERIEEINLEL]

s BHTIINDIEE?
- composer update
- composer require
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» B Z (X, “composer require cakephp/cakephp:5.4.0° Zi8%E
e+ + - ULTH. PEHVBUSBHFRIEESTNTLVEL

 PackagistDizE. AUV —R(97) TOEFHAIEE
. force pushBELE» D
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e Laravel Lang Compromised with RCE Backdoor Across 700+
Versions
https://socket.dev/blog/laravel-lang-compromise
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ClDY3aJIcloO>LVWTWHI=

Vv composer.json [&

88
89

@@ -47,7 +47,10 @@

"autoload":

t

"psr-4":
"LaravellLang\\Lang\\":

{
{

llsrc/.l

"autoload-dev'": {

"psr-4":

{

@@ -86,4 +89,4 @@

"style":

"test":

colors=always"

-}

¥

"vendor/bin/pint --parallel"”,

"vendor/bin/phpunit --

47
48
49
50
51
52
53
54
55
56

89
90

91
92

A

+ + + +

s5-2mmmz <> [3

"autoload": {
"psr-4": {
"LaravelLang\\Lang\\": "src/"
) &
"files": [
"src/helpers.php"

| &
"autoload-dev'": {

"psr-4": {

"style":

"test": "vendor/bin/phpunit -~

colors=always"

+}
©

¥

"vendor/bin/pint --parallel",

o4



ClDYaJIici@BoOVWTWVWAI=y b

‘autoload": {

"psr-4": {
"LaravelLang\\Lang
’
’]j_jj\_D_I\\\(: llfiles": [
ENENTWVS

"src/helpers.php"
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e composer. lockhZH > TULVE(TNIE.
[(WEFTEREINTET7717IL] ZBHINEGZUVTED

« — ¢, composer require/update®d
composer. lock D&, FRINTE/N—TU 32 Z2ED
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09

7504V [BRHCHFTEN-B0] OBHL

» Composer Tld. 72714 2(EFRHFFAULIZEHD UHRITTNRLY
+ 2.2.0~ (2021F1) 1) —X)

e XD CTZBDI(E. PJDrooticdr D “composer. json D
- DFEL). require/update CAXTE/NY T —I D5 (EfEZ %L

phpstan/extension-installer contains a Composer
plugin which is currently not in your allow-pluc
ins config. See https://getcomposer.org/al low-pl

ugins
Do you trust “phpstan/extension-installer” to ex

ecute code and wish to enable it now? (writes “a
| | ow-pluains” to compaser .isan) [v.n.d.21 B
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e https://github.com/composer/composer/pull/12766
e RDIN—3>2(2.10) V5

e PackagistfillA. [BRIN=/IN—T3a3> ] 757 %IBET S
NZAT. BHEVWEDHANIC<WEDTOvIT9 3

e Aikido Securitylc kDig
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https://github.com/composer/composer/pull/12766

f lagged as malware by Aikido

Packa 4 ISt The PHP Package Repository

techghoshal/my-library

¥ composer require techghoshal/my-library

I # Versions of this package have been flagged as malware by Aikido!

A library that does something useful.

/2



f lagged as malware by Aikido

Packa g ISt 7he PHP Package Repository

Browse

Search packages...

techghoshal/my-library Malware Reports ()

Flagged version: 0.1.1 Reason: malware View details on Aikido

Reported by: o~ aikido
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laravel-langlz S ATRRED

laravel-lang/lang Malware Reports (218

Flagged version

Flagged version

Flagged version

Flagged version

Flagged version

Flagged version

: 1.0.2 Reason: malware View details on Aikido

: 10.0.0 Reason:

: 10.0.1 Reason:

: 10.0.2 Reason:

: 10.1.0 Reason:

: 10.1.1 Reason:

malware View details on Aikido

malware View details on Aikido

malware View details on Aikido

malware View details on Aikido

malware View details on Aikido

Reported by:

Reported by:

Reported by:

Reported by:

Reported by:

Reported by:

~ aikido

~ aikido

~ aikido

~ aikido

-~ aikido

~ aikido
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;h?3.2$ . /composer-2.10.0-RC2.phar ¥ °
> require laravel-lang/lang:14.1.08




62

l 0 ), found laravel- lans/lan9[14 1.0] but the

se were not loaded, b&cause they were flagged a
s malware (see httpsi//packagist.ors/packages/l
aravel-lang/lang/filter-lists/malware/) reason:
malware. To ignore filters for this package, a
dd the package to the “policy.malware. ignore” c
onfig. To turn the feature off entlrely, you ca
n set “policy.malware.block

Installation failed, reverting ./composer. Json
and ./composer. lock to their original content.

sh-3.25 B
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l 0 ), found laravel- lans/lan9[14 1.0] but the

TR LB «Mbecause they were flagged a
s malwarellY: httpsi packagist. org/packages l
aravel - lang/lans/fllter lists/malwhre/) reason:

malware. To, ignore filters for th]s package, a
dd the packase to the “policy.malwlre. ignore” c
onfig. To turn the feature off entfrely, you ca
n set “policy.malware.block

Installation failed, reverting ./composer. Json

and ./composer. lock to their original content.
sh-3.25 B




(ZEWR) IN— 3D EEEAOIC



VY—=XAENI T LEEXETERGLRES

» Packagist{BlDIEIE

B )—AINE/IN—= 3203
ABHR—THhHDEDEFRIEUNT LIRS

e 5/28(UST)IRFSRC. FET—IINTULVEL)

- https://github.com/composer/packagist/pul /1742
- 707 7TIE [in this week] O —=RAEEHNTULS
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https://github.com/composer/packagist/pull/1742




Transparency Log

Transparency Log

Type
Maintainer removed
Package transferred l
Package
Package created
Canonical URL changed
Package abandoned

Package unabandoned

Actor

Filter by username

Vendor

laravel-lang

Date & Time From

Package frozen FIRIB it
Hold Ctri/Cma to select multiple Filter logs from this onwaras (UTC)
I Time range: To: 2026-05-23 05:06:32 UTC
Date & Time Type Details
®© 2026-05-23 00:00:27 UTC  Version reference laravel-lang/actions 1.9.0
changed Source: 6f1c82da1214... — ecb4cff9d47d...
Dist: 6f1c82da1214... — ecb4cff9d47d...
Changed by: unknown
®© 2026-05-23 00:00:21 UTC  Version reference laravel-lang/actions 1.8.9
changed Source: 3¢31470bed4... — bb2eb2bd0f6...
Dist: 3c31470bed4... — bb2eb2bd0f6...
Changed by: unknown
® 2026-05-23 00:00:14 UTC  Version reference laravel-lang/actions 1.8.8
changed Source: 64d2b6221db... — 9043e0bcaéb...

https://packagist.org/transparency-log?actor=&user=&vendor=larave|l-langdpackage=&datetime from=&datetime 10=2026-05-23T05%3A06%3A32

Dist: 64d2b6221db... — 9043e0bcabb...

0

User

Filter by username

Package Name

Filter by package name

Date & Time To

2026/05/23 05:06:32

Itor Inoe 10, PN Tl NI re
(ter 1ogs up to this tme (U1
f

Ly
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http://www.apple.com/jp
https://packagist.org/transparency-log?actor=&user=&vendor=laravel-lang&package=&datetime_from=&datetime_to=2026-05-23T05:06:32

Transparency Log

Date & Time Type Details
®© 2026-05-23 00:00:27 UTC  Version reference laravel-lang/actions 1.9.0
changed Source: 6f1c82dal1214... — ecb4cffod47d...

Dist: 6f1c82da1214... — ecb4cff9d47d...
Changed by: unknown

®© 2026-05-23 00:00:21 UTC  Version reference laravel-lang/actions 1.8.9
changed Source: 3¢31470bed4... — bb2eb2bd0f6...
Dist: 3c31470bed4... — bb2eb2bd0f6...
Changed by: unknown

® 2026-05-23 00:00:14 UTC  Version reference laravel-lang/actions 1.8.8
changed Source: 64d2b6221db... — 9043e0bcaébb...
Dist: 64d2b6221db... — 9043e0bcabb...
Changed by: unknown

® 2026-05-23 00:00:07 UTC  Version reference laravel-lang/actions 1.8.7
changed Source: f982195c¢759d... — 7ff13500af1b...
Dist: f982195c¢759d... — 71f13500af1b...
Changed by: unknown

® 2026-05-22 23:59:59 UTC  Version reference laravel-lang/actions 1.8.6
changed Source: 39d0617db1d... — 9108a615c6e...

https://packagist.org/transparency-log?actor=&user=&vendor=larave|l-langdpackage=&datetime from=&datetime 10=2026-05-23T05%3A06%3A32



http://www.apple.com/jp
https://packagist.org/transparency-log?actor=&user=&vendor=laravel-lang&package=&datetime_from=&datetime_to=2026-05-23T05:06:32
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FESNTVDIHD - FibHhFESNTVHIHD

e (5/27) An Update on Composer & Packagist Supply Chain Security
https://blog.packagist.com/an-update-on-composer—-packagist-

supp ly-chain-security/

e Coming in the next weeks and months:
- Minimum-release-age / cooldown

e Longer-term direction:

- Mandatory MFA across Packagist.org
- Packagist.org hosting immutable build artifacts directly w/SLSA

bui ld provenance, Sigstore attestation


https://blog.packagist.com/an-update-on-composer-packagist-supply-chain-security/
https://blog.packagist.com/an-update-on-composer-packagist-supply-chain-security/

FESNTVDIHD - FibHhFESNTVHIHD

e
IBIK. PackagistTaBEth I 2 X YIBH(CHD time 71—l K.

INY T =V DIEENMERICEZRAAELZDTERULS 5B
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 Minimum-release-age / cooldown


https://blog.packagist.com/an-update-on-composer-packagist-supply-chain-security/
https://blog.packagist.com/an-update-on-composer-packagist-supply-chain-security/
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[(AIDAD>DTVBAIDSHSTaW] ZHL

e EpAE. k7 71 I ZEVWVELLD

¢ IRBNLEDTST12UERB UTHEVLWEADRULIDE
 require-devR T /S 10 BLWLFIF. ABREHDSREET 5
o« AZFBE(C(F-—no-dev T ARN=ILZED

evendor-bin7<57 1> MO;E8 & FRREZD (TS
e CI ¢ composer audit™ Z=EHAEITI HDE
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[(AIDAD>DTVBAIDSHSTaW] ZHL

e Lock7 7 T ILDZESDEPREHMI TR BAction
- https://github.com/marketplace/actions/composer-lock-diff

o 1272, SOFRHTES.
ZOL5LWVDOREHFEHDTHNIEIBELTHRLIWDODE
« 72571 >%GitHub ActionsZiBRUFERLSDDICALHLHDIES

3/


https://github.com/marketplace/actions/composer-lock-diff

Composer 2.10ZI/{FBFL &S, RUDOITEFL LS

LT 7770v D0

+ SV ) —RA5 L LY
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Composer &PackagistZ A &S

Composer

compaoser

Support maintenance work and feature development for Composer, the PHP
dependency manager, and sponsor the operation of packagist.org, the public open-
source package repository for Composer.

Even more than sponsoring Composer on GitHub, we would appreciate your company
signing up for a subscription to Private Packagist. You'll get a private Composer
repository for your company and contribute to the work on Composer and

packagist.org at the same time.

Current sponsors 76

00D:201SHEC D8 ¢
2000 B¢ %3004
200036,00 = &>

Show more v

https://github.com/sponsors/composer
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https://github.com/sponsors/composer#sponsors

HLFL)

PAEESLNVEESE
HUhESTITVE LR






auditfixPiaVvY R



[ ?
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e nEpmEMICIE audit fix BT RHAHBD5UULVEREULE

[Ny F I THIR/IBRODEE| HTEIEERLIWDICRZ
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sh-3.2% composer show --lockedB




47f8 A Composer plugin that appli...
psr/http-message 1.1

Common interface for HITP he...
3.0.3

[Sle8 )7 ) 7&ver.

A generic function and cdnve...

symfony/http-foundation 7.4.8
Defines an obJgect-oriented |...
symfony/polyfill-mbstring 1.38.1

Symfony polyfill for the Mbs...
sh-3.2$

.




sh-3.2$ composer audit
;




Defines an obJject-oriented |...

symfony/polyfill-mbstring 1.38.1
Symfony polyfill for the Mbs...
sh-3.2%

sh-3.2$ composer audit
Found 1 security vulnerability advisory af

fecting 1 package:
——

| Package " symfony/http-foundat




fecting 1 package:

| Ac . PKSA-ybpy-gqpv1-hodp




sh-3.2$ composer update ¥
> --minimal-changesh
minimal-changes7Z &




cluding require-dev)
Nothing to install, update or remove

Generating autoload files
4 packages you are using a I | f
unding.

Use the composer fund command to find ou
t more!

Found 1 security vulnerability advisory af

fecting 1 package.
Run “composer audit” for a full list of ad
visories.

sh-3.2%




Nothing to install, update or remove
Generating autoload files

4 packages you are using are looking for f
unding.

Use the composer fund command to find ou
t more!

Found 1 security vulnerability advisory af
fecting 1 package.

Run “composer audit” for a full list of ad
visories.

sh-3.2% composer update




- Removing
(v3.7.0)

- Upgrading (v7.
4.8 => v8.0.13): Extracting archive

tTREversionhZhH-o 7=

sh-3.2%
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sh-3.2% composer audit-fixB




sh-3.2% composer audit-fix

Found vulnerabilities in 1 package(s). Ana
lyzing fixes...

Applying security patches:

- symfony/http-foundation >v7.4.13



Package operations: @ installs, 1 update,
O removals

- Upgrading symfony/http-foundation (v7.
4.8 => v7.4.13): Extracting archive
Generating autoload files
4 packages you are using are looking for f
unding.
Use the composer fund command to find ou
t more!
No security vulnerability advisories found




- Upgrading (v7.
4.8 => v/.4.13): Extracting archive

ok R THD

sh-3.2$ composer show --locked




47f8 A Composer plugin that appli...
psr/http-message 1.1

Common interface for HITP he...
3.0.3

LSS
Symfony polyfill for the Mbs...
sh-3.2%

—




sh-3.2% composer audit

sh-3.2% B
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 Composer MDA FNBFRINED {RNICDWNT

+ Composer 2.0oTTfa]? ESZHBND? FTATHELRE! (2020)
https://speakerdeck.com/00h/lets—-read-composer2

- (B> TIBfRT BComposer <71 w7 3—2R> (2024)
https://zenn.dev/00h/books/phpcon-2024-composer-ws

« 75014 DEEAMAICDNT
- {E>TBEES ! Composer Plugin (2022)
https://speakerdeck.com/o00h/phperkaigi-2022-composer-plugin-b



https://speakerdeck.com/o0h/lets-read-composer2
https://zenn.dev/o0h/books/phpcon-2024-composer-ws
https://speakerdeck.com/o0h/phperkaigi-2022-composer-plugin-b

113

D& > B » BLIEER

e IXCKEAMDEEE, W
s BS54 F T —WEBEADBEZE | blog. jxck.io
https://blog. jxck.io/entries/2025-09-20/mitigate-risk-0f-0ss-
dependencies.html

* GMO Flatt Security (TORRZTADEESE, NV T —I 7V R—T v —DHEE
- axios, LitelLLM... RNEABLEZ>7=DTOK. TlF@ELye [RICTHRSD] VIO 7
Y7254 F T —M2EANDWE - Speaker Deck
https://speakerdeck.com/flatt security/axios—litellm-dot-dot-dot-bu-shi-
yong-datutanodeok-dehanai—-ci—-nibei-eru-sohutoueasapuraitiengin-hai-
henodui-ce



http://blog.jxck.io
https://blog.jxck.io/entries/2025-09-20/mitigate-risk-of-oss-dependencies.html
https://blog.jxck.io/entries/2025-09-20/mitigate-risk-of-oss-dependencies.html
https://speakerdeck.com/flatt_security/axios-litellm-dot-dot-dot-bu-shi-yong-datutanodeok-dehanai-ci-nibei-eru-sohutoueasapuraitienqin-hai-henodui-ce
https://speakerdeck.com/flatt_security/axios-litellm-dot-dot-dot-bu-shi-yong-datutanodeok-dehanai-ci-nibei-eru-sohutoueasapuraitienqin-hai-henodui-ce
https://speakerdeck.com/flatt_security/axios-litellm-dot-dot-dot-bu-shi-yong-datutanodeok-dehanai-ci-nibei-eru-sohutoueasapuraitienqin-hai-henodui-ce

