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Abstract: Hybrid Encryption is a technique that combines the strengths of symmetric and asymmetric
encryption to provide enhanced security for data transmission. The AES (Advanced Encryption Standard) and
RSA (Rivest-Shamir-Adleman) algorithms are two of the most widely used encryption techniques for securing
data in transit. This paper proposes a hybrid encryption technique that utilizes both AES and RSA algorithms
to achieve enhanced security. In this approach, the symmetric AES algorithm is used to encrypt the actual
data, while the asymmetric RSA algorithm is used to encrypt the AES key. The proposed technique offers
several advantages over traditional symmetric or asymmetric encryption approaches. It provides enhanced
security by using a combination of strong encryption algorithms, making it difficult for an attacker to decrypt
the data. Additionally, the technique is efficient in terms of performance since the data is encrypted using the
faster symmetric AES algorithm. The proposed hybrid encryption technique using AES and RSA algorithms
offers enhanced security for data transmission while maintaining efficiency. It can be used in various
scenarios where security is a concern, including online transactions, file transfers and email communication.

Keywords: Encryption, Advanced Encryption Standard, RSA algorithm, Cryptography.

1. Introduction:

Information security is the practice of protecting digital information from unauthorized access, use,
disclosure, disruption, modification, or destruction. It involves implementing various security measures to
safeguard information assets and ensure their confidentiality, integrity, and availability. Common information
security measures include access controls, firewalls, intrusion detection and prevention systems, encryption,
and incident response plans. Information security is critical for protecting sensitive information such as
financial records, personal data, and intellectual property. A breach in information security can result in
significant financial losses, legal liabilities, and damage to reputation. Effective information security requires
a comprehensive and proactive approach to identify and address potential threats and vulnerabilities

1.1 Cryptography: Cryptography is a secure information and communication technique. It is derived form
mathematical concepts and a set of rule-based calculations called algorithms to transform messages in ways
that are hard to decipher
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1.2 Encryption: Encryption is the process of converting plain text into a coded or scrambled form of data to
protect its confidentiality. It is a crucial technique used to secure sensitive information during data
transmission or storage. Encryption algorithms use complex mathematical algorithms and keys to scramble
data into an unreadable form, making it difficult for unauthorized users to access or interpret the information.
The most common encryption algorithms include Advanced Encryption Standard (AES), Data Encryption
Standard (DES), and Rivest-Shamir-Adleman (RSA). Encryption plays a vital role in ensuring the security of
online transactions, email communications, and sensitive data such as financial records, personal data, and
intellectual property.

1.3 Data Encryption Standard: Data Encryption Standard (DES) is a symmetric encryption algorithm that
was widely used in the past for securing data transmission and storage. It is a block cipher algorithm that
operates on 64-bit blocks of data and uses a 56-bit key to encrypt and decrypt the data. The algorithm works
by dividing the data into blocks and then scrambling them with the secret key.

DES is a fast and efficient encryption algorithm, but it is no longer considered secure due to its small key size.
The short key length makes it vulnerable to brute-force attacks, where an attacker can try all possible key
combinations to decrypt the data.

Triple DES (3DES) was introduced to improve the security of DES by applying the algorithm three times with
different keys. However, 3DES is slower and less efficient than other modern encryption algorithms.

Due to its security limitations, DES has been replaced by the more advanced and secure Advanced Encryption
Standard (AES) as the preferred encryption algorithm. However, DES is still used in some legacy systems and
applications. 3 DES Encryption is a cryptography in which block cipher algorithms are used.

2. Advanced Encryption Standard and RSA Alogorithm:

2.1 Advanced Encryption Standard: Advanced Encryption Standard (AES) is a popular symmetric
encryption algorithm that provides strong security for data transmission and storage. It was chosen by the
National Institute of Standards and Technology (NIST) to replace the outdated Data Encryption Standard
(DES). AES uses a block cipher to encrypt data, which involves dividing the data into blocks and then
scrambling them with a secret key. It supports key sizes of 128, 192, and 256 bits, and is considered one of the
most secure encryption algorithms available. AES is used in various applications, including online
transactions, wireless networks, and government communications. Its widespread use and adoption have made
it an essential tool for information security.

2.1.1 Advanced Encryption Standard (AES) algorithm Design: It is a symmetric encryption algorithm
that operates on blocks of data. The algorithm works as follows:

1. Key Expansion: The AES algorithm starts by expanding the secret key into a set of round keys using a
key schedule. The key schedule applies a series of operations to the secret key to generate the round
keys.

2. Initial Round: The algorithm begins by dividing the plaintext into blocks of 128 bits. The first round of
encryption involves XORing the plaintext with the first round key.

3. Rounds: The algorithm then applies a series of rounds to the encrypted data, each round consisting of
the following four steps:

a. Substitution: The 16-byte block of data is substituted with a new block using a substitution table
called the S-box.

b. Permutation: The data is then rearranged using a permutation operation called the ShiftRows step.

c¢. Mixing: The data is mixed using a matrix multiplication operation called the MixColumns step.

d. Key Addition: The round key is XORed with the result of the previous steps.

4. Final Round: The final round of encryption skips the MixColumns step and only performs the
Substitution, Permutation, and Key Addition steps.

5. The resulting ciphertext is the encrypted form of the original plaintext.

The decryption process involves applying the inverse operations in reverse order, using the same round keys
in reverse order.
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2.2. RSA algorithm:

RSA (Rivest-Shamir-Adleman) is an asymmetric encryption algorithm that uses public and private
keys to encrypt and decrypt data. It is widely used for secure data transmission and storage. RSA involves the
generation of a public and private key pair. The public key is made available to anyone who needs to send
encrypted data to the recipient, while the private key is kept secret and used by the recipient to decrypt the
data. RSA is based on the mathematical principles of prime factorization, where the security of the algorithm
relies on the difficulty of factoring large prime numbers. RSA supports key sizes ranging from 1024 bits to
4096 bits, with larger key sizes offering stronger security. RSA is used in various applications, including
secure email communications, online transactions, and digital signatures.

2.2.1 The RSA (Rivest-Shamir-Adleman) algorithm Design:
It is an asymmetric encryption algorithm that uses a public key and a private key to encrypt and
decrypt data. The encryption algorithm works as follows:

1. Key Generation: The first step in RSA encryption is to generate a key pair consisting of a public key
and a private key. The public key is made available to anyone who needs to send encrypted data to the
recipient, while the private key is kept secret and used by the recipient to decrypt the data.

2. Message Encryption: To encrypt a message, the sender must first represent the message as a number
M. The sender then applies the following encryption formula to the message:

C=M"emodn
where C is the ciphertext, e is the recipient's public key exponent, and n is the recipient's public key
modulus.

3. The resulting ciphertext C is sent to the recipient.

The decryption process involves applying the inverse operation, using the private key instead of the public
key. The decryption algorithm works as follows:

1. The recipient receives the ciphertext C.

2. Decryption: The recipient applies the following decryption formula to the ciphertext:

M = C”~d mod n
where M is the original plaintext message, d is the recipient's private key exponent, and n is the
recipient's public key modulus.

3. The resulting decrypted message M is the original plaintext message.

It is important to note that the RSA algorithm can only encrypt messages that are shorter than the key size, and
therefore is often used in combination with symmetric encryption techniques for encrypting longer messages.

3. RSA-AES Hybrid encryption:

It is a combination of symmetric and asymmetric encryption techniques to provide enhanced security
for data transmission and storage. It involves the use of a symmetric encryption algorithm such as AES to
encrypt the actual data, and an asymmetric encryption algorithm such as RSA to encrypt the symmetric key
used to encrypt the data. This technique addresses the limitations of both symmetric and asymmetric
encryption, providing a more secure and efficient approach to encryption.

In hybrid encryption, the sender generates a random symmetric key to encrypt the data, and then
encrypts the symmetric key using the recipient's public key. The encrypted data and the encrypted symmetric
key are then sent to the recipient. Upon receiving the message, the recipient decrypts the symmetric key using
their private key and then uses the decrypted symmetric key to decrypt the actual data.

Hybrid encryption offers several advantages, including enhanced security, improved efficiency, and
flexibility. It is commonly used in various applications, including online transactions, secure email
communications, and cloud storage.
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C:\Users\mahes\Downloads\work\java>
C: \Users\mahes\Downloads\work\java>java RSAandAEStextEncryption

Actual Message: RSA-AES HYBRID ENCRYPTION
lsymmetrickey @ SYMMETRIC keykey

Encrypted Message: H+QJIr¥YnXPkjZPyOLT4RRByTedNQFmBKpoDS4Qe@LjCY=
C:\Users\mahes\Downloads\work\java>java RSAandAESsymmetricKeyEncryption

Actual Message: SYMMETRIC keykey

Encrypted Message: iiJyBEVdyeQvcdYPfe792mhyoaCxw3E4+KMMHIIX8rrtEPFAWIImNOFevFSgFvisGMbSKIjdFDIELI+MRLLFVMOHTMZVIP+]3QVdrvik+ol gliRhmg7I/CqLhCSMwtTVQsFb/RvSdbY4
ZddfeyKvLCm/FTMzal51FNsIgwkjh4SN6yqodd2VGF8Z rMHIYFqQKr7nNDcbS9+jVAFcuRm3PqvsIcmdYDKMhmoIJ6Efts@jCAbqoAKE+t vBkz 8DWPESD3 ] a55GVik6GuMmMAGoAEDCcE99GqycgdrzsyiNydTX
[7XYGDrCNQEdjeYe7 ImLZ vpSwoUSF+nhXZJ2bou7FW1378PQ==

C:\Users\mahes\Downloads\work\java>java RSAandAESsymmetricKeyDecryption

Encrypted Message: 058kFgeY2ejUDovjtg8mXdzeWA/ioMZhubnsVbyMyc3eQUuVmDzcp8lGSLeInX68wT Txb/+LcUWtCdW+5T2L0nD41jIa5mI0ehBoHGjRBatjvsEWLJuDQrefCjGSsd4raNMKFaICIr
S5QD1PiLL+IGaIE18XNadc1HWS2p9z60cGID91CGPYNHIXTAST/ jA4X sbMAQIefrGOiEoOkDosbVqqfo3NIxgPI1MYILS7TAVICK jq@]9yQuuyYEmIxGNwi j+cQYe+V/ trZ1EZKEoy FELpTYCCTAQ4c/MFmyuM
[t1lymbaeRwsckrLT+jGFSTZgITyIjQagfal/JWAogedIdNTIA

Decrypted Message: SYMMETRIC keykey

IC: \Users\mahes\Downloads\work\java>java RSAandAEStextDecryption
lsymmetrickey @ SYMMETRIC keykey

Encrypted Message: H+QIrYnXPkjZPyOLT4RRByTedNQFmMBKpoDS4Qe@LjCY=
Decrypted Message:RSA-AES HYBRID ENCRYPTION

IC: \Users\mahes\Downloads\work\java>

Figure: RSA-AES Hybrid Encryption

Plain Text in AES is : RSA-AES HYBRID ENCRYPTION
Symmetric Key in AES is : SYMMETRIC keykey
Plain Text in RSA is: SYMMETRIC keykey

C:\Users\mahes\Downloads\work\java>java AesEncryption256bitTime2

Actual Message: AES ENCRYPTION WITH DIFFERENT SIZES!AES ENCRYPTION WITH DIFFERENT SIZES!AES ENCRYPTION WITH DIFFERENT SIZES!

Encrypted with 256-bit key: 22wW?@P2@228?i14jD-22222722r328&7221PH

622[«2Nvv?222° 26241°4Z@ ale, 2eirk"22271"H"$:2Q2. 2225052252 | 12222222

Decrypted with 256-bit key: AES ENCRYPTION WITH DIFFERENT SIZES!AES ENCRYPTION WITH DIFFERENT SIZES!AES ENCRYPTION WITH DIFFERENT SIZES!
Execution time: 618484300 nanoseconds

C:\Users\mahes\Downloads\work\java>java AesEncryption192bitTime2

Actual Message: AES EMCRYPTION WITH DIFFERENT SIZES!AES ENCRYPTION WITH DIFFERENT SIZES!AES EMCRYPTIOM WITH DIFFERENT SIZES!
ZP}2E22H 22 (d?

Decrypted with 182-bit key: AES ENCRYPTION WITH DIFFEREMT SIZES!AES ENCRYPTION WITH DIFFERENT SIZES!AES ENCRYPTION WITH DIFFERENT SIZES!

Execution time: 685453808 nanoseconds

C:\Users\mahes\Downloads\work\java>java AesEncryption128bitTime2

Actual Message: AES ENCRYPTION WITH DIFFERENT SIZES!AES ENCRYPTION WITH DIFFERENT SIZES!AES ENCRYPTION WITH DIFFERENT SIZES!

Encrypted with 128-bit key: 2Q2?BN??22gM?i?2% 208te0d??4 2X2u22214°§12hIN2q? 22 {b?Z (A2

22232022

Decrypted with 128-bit key: AES ENCRYPTION WITH DIFFERENT SIZES!AES ENCRYPTION WITH DIFFERENT SIZES!AES ENCRYPTION WITH DIFFERENT SIZES!
Execution time: 598357280 nanoseconds

C:\Users\mahes\Downloads\work\java>

IC: \Users\mahes\Downloads\work\java>

C:\Users\mahes\Downloads\work\java>java RsaEncryption1824bitTime

CUPHuPL1? 2K TKel PD# PEpe( LoD CAF Pe-y: nrey¥. )APPBs3PY4R\\A21ZI?\ - 4y?6n?Piraak?v 227 |Sim? [Xvx?fi?dlE>j 221232 ~Po<?yR:PUBAGRP "1, YA
Decrypted with 1024-bit private key: RSA ENCRYPTION EXECUTION TIME!

Execution time: 1118369280 nanoseconds

C: \Users\mahes\Downloads\work\java>java RsaEncryption2e48bitTime

Encrypted with 2848-bit public key: CHg21¢2i222£A82!12N ~25-2&26aER*tt/ 2 - 6262022082
67! TEn®:?2%2ENHI+2\2+NN?«?82 |3su? ?¥WhTa? PXR2pca U222 | 2<22E20228, i 24IR?L%24° 225842

Decrypted with 2048-bit private key: RSA ENCRYPTION EXECUTION TIME!

Execution time: 1384869880 nanoseconds

C:\Users\mahes\Downloads\work\java>java RsaEncryption4@96bitTime

Encrypted with 4896-bit public key: *?,t =rAV?2?::223%%f2 2A24AEEN+2022gl002 2T 2K 224570]C? 2% d2uCLeF w2 12122220/ 29822V 2VI» B2 12252852 - 2221 285201281202
PNA2FE2D - 2MAF? 244292 2210704023 25) 200« 2Pam@o>U2Ro? Pal. AER«6WHkeliz?5: B2 =A:%2U=2E2 X062 22 U2OHE0?HELrb? 2402 2222 2§5020! - tiace d4C 2%4@222d09€ 22ymKLfIn2NAC?
22yV22C=a?R??K]Eé PXD|Aoni2e2 29 2PiEP02pll+=22ELKy(PRPEX S 2 [921\DEHRG-X2 12 24224 - [HP§2P2z £2°/622+&72n20-LuAP=02422 12 2| JU2sm?$Hfi2) ?rQa?1eR62?72W] 2hna(?2iM
22 0Knrf 2G

H2E192INFCQE&? " . (AWL (ETY?232Ib2Z2fU<?28e>022402=)tR 22§z @®iFal~/2£2?

Decrypted with 4896-bit private key: RSA ENCRYPTION EXECUTION TIME!

Execution time: 8324483980 nanoseconds

IC: \Users\mahes\Downloads\work\javar,

Figure: RSA Encryption (1024-bit, 2048-bit,4096-bit key)
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In AES encryption, the size refers to the number of bits in the key used for encryption. The key size affects the
strength of the encryption and the computational resources required to perform the encryption and decryption
operations. The standard AES key sizes are 128-bit, 192-bit, and 256-bit.

128-bit 192-bit 256-bit
Key combinations 27128 2192 2256

High Higher Highest
Low Medium High
Good Medium Low

Table: AES ENCRYPTION

In RSA encryption, the key size refers to the number of bits in the public and private keys used for
encryption and decryption. The key size affects the strength of the encryption and the computational resources
required to perform the encryption and decryption operations. The standard RSA key sizes range from 1024-
bit to 4096-bit, although larger key sizes are becoming increasingly common.

1024-bit 2048-bit 3072-bit 4096-bit
Key combinations 271024 272048 273072 24096
Security Vulnerable High Higher Highest
Time Least Low Medium Highest
performance Good Medium Slower Much slower

Table: RSAENCRYPTION

However, as with AES encryption, the larger the key size, the more computational resources are required to
perform the encryption and decryption operations. This means that using larger key sizes can result in slower
performance and higher costs for hardware and software. Therefore, it's important to balance the desired level
of security with the practical limitations of the system in which the encryption is being used.

0612 .
0.608 ,
0.604 :
= 128-bi 15 m 1024.BIT
0.6 m 192-bit = 2048.6T
256-bit 1
0.505 4006-BIT
05
0562
AES EXECUTION TIME IN SEC 0

RSA EXECUTION TIME IN 5EC

Note : Values are taken from the above programs
Conclusion and Future work:

In conclusion, hybrid encryption using AES and RSA offers a powerful and flexible approach to data
encryption. The combination of symmetric AES encryption and asymmetric RSA encryption provides the
benefits of both techniques, including high-speed encryption and decryption, strong security, and flexibility in
key management. Various research works have shown that the hybrid encryption using AES and RSA
algorithm provides secure data transmission in various applications such as e-commerce, cloud computing,
and mobile computing.

However, there are still some areas that need to be explored in future research. One such area is the
optimization of the key management process in hybrid encryption, to ensure that the keys are properly secured
and distributed to the right entities. Another area of future work is the development of more efficient
encryption algorithms that can provide better security and performance in hybrid encryption. Overall, the
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hybrid encryption approach using AES and RSA is a promising technique for data encryption, with many
potential applications in various domains. Further research and development in this area will help to improve
the security and efficiency of the approach and make it more widely applicable in real-world scenarios.
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